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Purpose 
This document explains the permissions 
available to an IWDS 2.0 user with the 
Account Manager role. 

 

How Access Works 
Access is based on two simple things: 
where you work (Location) and what you’re 
allowed to do (Role). 

 
The Account Manager role has access to add, edit or remove users, view 
roles and permissions, and accept pending users.   

• The Account Manager role does not have access to customers, 
providers, grants, reports, or other management tools. 

Permissions Granted  
Controls user access and role assignments across the system. 
Approves new user registrations, assigns and updates roles, 
and manages security settings. Often paired with Super User 
or Data Steward. 

Permission Description Scope 
SECURITY & USER ADMINISTRATION 
Manage registrants 
registration-admin-manage-registrants Allows a user to approve or deny new users. None 

Create user Allows a user to create a new user in the system. SecurityAdmin 

Audience 
This document is designed to 
inform IWDS users about user 
roles. 
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Permission Description Scope 
security-admin-user-create 
View user 
security-admin-user-read Allows a user to read the list of available system users. SecurityAdmin 

Update user 
security-admin-user-update Allows a user to update a user's status in the system. SecurityAdmin 

Delete user 
security-admin-user-delete Allows a user to delete a user in the system. SecurityAdmin 

View role 
security-admin-role-read Allows a user to read the list of available system roles. SecurityAdmin 

Assign users to role 
security-admin-role-modify-assigned-
users 

Allows a user to assign users to roles. SecurityRoleAssignment 

Impersonate users 
security-admin-impersonation Allows a user to impersonate another user's security settings. SecurityAdmin 

Security admin tools 
security-management-tools Allows a user to access the Security Management section. None 

 

Granting Role Access 
Account managers can grant and remove access to users.  

• The Account Manager role can add, change or remove user access to 
other users in their location 

• The Account Manager cannot change their own access. 

• If the account manager’s role needs to be added to an LWIA and there 
is no other account manager at the LWIA level, contact the state 
account manager for assistance. 

 

 

Users 
The Users section is where user access is changed, added, or 
removed.  

• Navigate to Users by going to Management Tools, Security Management, 
Users. 
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• The page contains: 

• Search bar – type start of name or email address to find users 

• Add New User button – used to create new user access 

• Action buttons – view, edit, impersonate 

 
• View – shows the granted and denied permissions by user. 

• Edit – the account manager to change the email, name, 
account status, roles, LWIA and assigned offices. 

• Impersonate – allows the account manager to temporarily 
view and use the system from the user’s perspective to 
help troubleshoot issues, verify access, or provide 
assistance without needing the user’s login information. 
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Roles 
The Roles page shows 
the roles available in 
IWDS 2.0  

• Navigate to Roles 
by going to 
Management Tools, 
Security 
Management, Roles. 

• This page describes 
each role available 
and contains a way 
to search for roles. 

• Use this page to 
assist in granting 
the correct roles for users. 

 

Pending Users 
Pending users 
show users 
who have 
requested 
access to 
IWDS 2.0.  

• The 
account 
manager 
can view 
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the pending registrations and approve or deny by using the action buttons.  

• To add a user to your location from pending users, select the work location, 
role and click on the green check mark. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 

The Illinois workNet Center System, an American Job Center, is an equal opportunity employer/program. Auxiliary aids 
and services are available upon request to individuals with disabilities. All voice telephone numbers may be reached by 
persons using TTY/TDD equipment by calling TTY (800) 526-0844 or 711. This workforce product was funded by a grant 

awarded by the U.S. Department of Labor’s Employment and Training Administration. 
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